5.1 - Hardware and Network Troubleshooting


    *** System Lockups, BSoD/Pinwheel of Death ***



1. [RAM] Memory Errors:

* Parity Errors (1. Real 2. Phantom) [similar to "ECC Error"]


1. Real - an error that shows up at the SAME PLACE IN MEMORY EACH TIME; errors that the MCC (Memory Chip Controller) detects from the parity or ECC (Error Correcting Code) chips

* NOTE: The OS then reports the problem in an error message in HEXADECIMAL VALUE (i.e: A5F2:004EEAB9)


2. Phantom - error that shows up on systems that DO NO HAVE parity or ECC (Error Correcting Code) memory; 

* NOTE: If the OS gives DIFFERENT parity errors with DIFFERENT ADDRESSES (in hexadecimal) the it is NOT A RAM PROBLEM

* NOTE: Occur for several reasons: 1. Software problem 2. Heat/Dust



* System Lockups (similar to "Page Faults")

- The PC STOPS FUNCTIONING; there's no Mouse/Keyboard input; no HDD link or Network link activity

* NOTE: A "Page Fault" (Paging file) is MILDER; very SLUGGISH perfomance

* NOTE: Can be from poor CPU installation (heat-sink/fan)

* NOTE: Can be a dying PSU (Power Supply Unit)



* NMI (Non-Maskable Interrupt) [CATASTROPHIC FAILURE]

- This is the BSoD (Blue Screen of Death) or "Stop Error" [Windows]; MacOS is the "Pinwheel of Death"

* NOTE: Bad RAM can cause this, but often time its because of BUGGY PROGRAMMING or CLASHING CODE

* NOTE: Reboot the PC



* Intermittent Errors

- A variety of sources;

* Dying PSU (Power Supply Unit)
* Electrical interference
* BUGGY APP
* BUGGY HARDWARE (Driver)
* Hardware not seated properly; not screwed in





    *** Unexpected Shutdown, System Lockup, Overheating, ***



2. CPU [Processor] Errors

- There are 2 areas of CPU Troubleshooting:

1. Overheating - MOST COMMON; 

- Too much thermal paste; impedes the flow of heat from the CPU to the heat sink and causes the CPU to heat up rapidly; 
- TOO LITTLE thermal paste/spread UNEVENLY; 
- Failure to CONNECT the FAN power to the motherboard

* NOTE: All modern CPUs have built-in FAIL-SAFES that tell them to SHUT DOWN BEFORE getting damaged by heat



2. Catastrophic Failures - 

* NOTE The signs of burnt CPU [Processor]:

* BSoD/Pinwheel of Death
* Screen goes Black (check Event Viewer; Device Manage; BIOS temps, fans and heat sicks, run hardware diagnostics)
* Loud [noise] or pop sound (could also be a bad CAPACITOR)
* Smell of burnt electronics
* Smoke coming from the PC case




    *** No Power, Intermittent [Device] Failures, Smoking [inside PC case] ***

3. Power Supply (PSU) [Power Supply Unit]

- Power Supply Units break in PCs more often than ANY OTHER part of the PC EXCEPT  components of MOVING PARTS


* The 2 ways Power Supply fails:

1. Sudden

- Use the Multimeter tool or "ATX Tester" (Power Supply Tester) to check the voltages coming OUT of the Power Supply

* NOTE: Have the settings of the Multimeter set to "20-V DC"


2. Slowly (over time)

- Commong errors:

* PC boots and then locks up
* [Different] Error codes at boot; rebooting the system resolves the problem
* PC runs fine for a while (an hour or so) and then locks up




    *** POST Beep(s), Blank Screen on Boot, BIOS Time & Settings Reset, Attempt to Boot to Wrong Device, Constant Reboots, Fans Spin; No Power, Bad Capacitors, Log Entries/Error Messages ***


4. Motherboard


* POST (Power On Self Test)

- The test of MAJOR system components BEFORE booting the OS:

1. CPU [Processor]
2. Video
3. RAM

- Any failures are noted with beeps (number and length) and/or codes on the screen


* Blank Screen on Boot

- Bad video
- BIOS configurations (video options)


* BIOS Time & Settings are inaccurate

- These settings are stored by the CMOS battery; the battery is bad or dying

- REPLACE THE BATTERY


* Boot to Wrong Device

- Change "Boot Order" in the BIOS settings

- Verify that the boot device has a valid OS installed on it


* Continuous Reboots

- Take note of when the PC reboots; Is it only at the BIOS? Or does the OS splash screen shown and then reboots? Login screen?

- Could be:

1. Bad driver (recently installed)
2. OS configurations
3. Bad hardware (or half-seated hardware)

- If Windows, use "Boot from last known working configuration" [use f8 at boot]

- Insert "Safe Mode" and then go to "System Properties":

Windows key + r > sysdm.cpl > Advanced System Settings > Advanced [tab] > [Startup and Recovery] Settings > [System Failure] ...


* Fans spin -- No other power

- FIRST, verify if the fan(s) are connected to the Motherboard or directly to the Power Supply

- Use the Multimeter tool; check the voltage LEAVING the Power Supply

- If connected directly to the Power Supply, SOME parts of the Power Supply might still be working

- If connected the Motherboard, the Motherboard circuitry is bad


* Noises

1. Rattling - Loose components; loose wires
2. Scraping - HDD
3. Clicking - Fan
4. Pop - Blown Capacitor
